Social Media Guidance for Parents and Carers

Keeping children safe online is an important part of our work as a school, and we appreciate
the support of all families in helping pupils develop healthy and responsible digital habits.

Most major social media platforms — including Instagram, TikTok, Snapchat and
Facebook — require users to be 13 years or older. These age restrictions are set by the
platforms themselves and are designed to protect younger children from inappropriate
content, online contact and data-sharing risks.

We encourage all parents and carers to ensure that children only access age-appropriate
platforms and are supported in using the internet safely. Regular conversations at home
about online behaviour, privacy and kindness can make a significant difference to a child’'s
digital wellbeing.

Please find some useful links with advice below:

UK Safer Internet Centre — Guidance on online safety for families.
NSPCC Online Safety — Practical advice, tools and conversation starters.
Childnet Parents & Carers — Easy-to-understand guides on apps, privacy and age
limits.

e Internet Matters — Step-by-step safety guides for popular platforms.

Parents & carers | Childnet

Keeping children safe online - Parent’s questions answered | Barnardo's

What is social media? | NSPCC



https://www.childnet.com/parents-and-carers/
https://www.barnardos.org.uk/blog/online-safety-parents-questions
https://www.nspcc.org.uk/keeping-children-safe/online-safety/social-media/?_gl=1*p4op6n*_up*MQ..*_gs*MQ..&gclid=EAIaIQobChMI-PCU1oixlAMVUZZQBh04AhC1EAAYASAAEgLIX_D_BwE&gclsrc=aw.ds

SETTING UP A DEVICE
SAFELY FOR KIDS
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‘Fortnite - Battle Royale! is a free to play section of the
game ‘Fortnite’ The game sees 100 players dropped on to
an island from a ‘battle bus’ where they have to compete
until one survivor remains. The last remaining player on

| the island wins the game. Players have to find items hidden
around the Island, such as weapons, to help them survive
longer in the game. To make the game harder, there is an
added twist called ‘the storm’, which reduces the size of
the island from the start of gameplay, making the players
closer together in proximity. The game is avallable on PC,
PlayStation 4, Xbox One, Mac and 105,
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TALKING TO STRANGERS
DURING SQUAD MODE
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SOCIAL MEDIA SCAMS
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WEAPONS AND VIOLENCE
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#l umiT GAMETIME

Farents con use parenial controls on Xbox and PC io Smil the
fime your child s playing gomes on the devices. Be aware thol
Lt me Is cvallable on JOS and will soon be avallable on ol
With this in mind, B ks worth having o conversalion with
your child fo discuss ond ogr how jong you wouild lice them
10 spend on games. Even hough the games lost cround 20
myvwies. § may be hard i lake ihem away kom a game mid
play. # may be worth using a mit of the amount matches
ey ploy rafher han o e Imil

#6 PREVENT THEM TALKING TO STRANGERS

There

means they wouldnt be able b
thed trlends. Your child will 51 be able 1o use the in-app chot
and heor olhor pecple’s convenationt. To fum off volce chat

open the Settings menu in the fop right of the main Forinile

on oplion fo turn off the voice chal feature, which

o anybody, Including

poge, then click on the cog n. Open the Auio lab of the
1op of the screen, From there, you con tum off voice chot

1) LOOKOUT FORVBUCK SCAMS

M s impociant thol your chilceen ore @ of the icams ot
they may come ocros online in associalion with the gome
Open up convenalion with them obout scams and how
should never shore thelr vsername o password with people in
order 1o gaoin anything for the game
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ﬂ’ RESTRICT PAYMENT METHODS

Torinile: Baltie Royale s o free 1o play game. byt there ore sl
oplions 1o make additional purchases. if you do nol wont your
chidd o moke paymenh, emure your cord Is nof ossocioted
with ek cccount. B you ore happy for your child lo make
poymenks In the game, but wand o kil spending. we wgges!
wilng o poywlecard, or @ games console gt card. These con
be puwrchased In speciic amounts, which will aliow you ko
St how much your child spends and removes the need for 0
credil/debit cord 1o be uied with thelr occount

J
#‘ § SHOWTHEM HOWTO MAKE A REPORT
il your chiid belleves o player i playing of lolidng
Inappropriately. you thould advise them lo repodt them. To
report a player, you con use the in-gome feedbock fool
locoted in the Main Menu of the game. AddBonclly. you can
report @ player in-gome when ipecialing them

HE USEA STRONG PASSWORD

N may seem like o simple fip, but i is imporiant hat your
child selech o wrong possiword when creating an occount
porficularty if o credit/debit card is associated with the
occount. This will help reduce the risk of the¥ account being

Soneces
e werw meoveel] Com e gb e P Sarvile Sette boueden pocs

My | Seretely.

Lo Mge pegs e Wi www beben | e, sten odl wivn

\otrie OCCoumt Ao 1 ed Aoe-ta protect youried ond whot hu- 3 T yewve Lewnsomgnombied §) &< te oo



L 2

arenfs need fo know about

y

SIGN UP PROCESS &
AGE RESTRICTIONS

Most Bve streaming apps have the 39e restriktion of 13
and above. It Is important to note that some platforms
o not requice proof of age when Ligning up to the pp.
meaning that aryone can reglster an account. This also
opem up the opportunity for people to le about their age
10 soem chder 0r yournger.

RECORDINGS OF YOUR CHILD
Each streaming 2pp and webilte that allows live streaming
has ditforent rules abost how thay store their kve videos
once completed. For example, & live 1tream on Periscope
will be automatically deletod after 24 hours but a3ppt
such #1 Facebook and YouTube allow the video to be
potted on the app afterwards and will anly be deleted
once the creator decides. It Is Important to know that
deleting & video will not stop it from being shared. A live
stream can be recorded (or screanshots can be taken) by
ther viewers uiing certsn softwares and then thared
on other platforms. According 1o research conducted by
the internet Watch Foundation (TWF), they found that the
apparently recorded dlegal videos of live streams were
redistributed on other sites.
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PROTECTING THEIR ‘REP

What your child does now may affect their future
opportunities, and it Is important that they have a
good understanding of this. As the videos are live,

It may lead to the misconception that whatever
happens in the video will disappear once the live
stream ends. This is incorrect. Talk to your child
about how what they stream cannot be undone and
has the potential to affect their online reputation.

REMOVE LINKS TO OTHER APPS

Some five streaming apps/websites give users the
abibty to Nnk and share the coment through other
social media platforms to share their video further.
For example, a lve stream on Periscope, can be
shared on Twitter and Facebook during the stream,
f the accounts are connected. While this may seem
e a good idea to show the video to more people,
the privacy settings may differ on each app, opening
up the opportunity for urrwanted viewers to join the
stream, We wuggest checking the privacy settings on
each app and where possible, only streaming on one
2pp at 3 time to have more control over who sees the
live stream,
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’ WHO IS WATCHING YOUR CHILD?

M your child’s privacy settings are not set up
effectively, anybody can be watching their live
streams. One of the main characteristics of live
streaming is its ability for videos 1o be instantly

shared all over the world, but this creates the
opportunity for more people to watch anybody.

WHAT IS YOUR CHILD WATCHING?
Live streaming apps don't just allow children
to stream thelr own videos, they can also watch
othaer peopla’s streams. Anything can be streamed,
at any time and any place, Including violence,
graphic imagery, nudity, illegal behavior, drug use,
profanitios etc. Most five streaming apps daim to
monitor live streams and will take action to stop
any that do not adhere to thelr guidelines. But,
with millions of ive streams each day, it makes it
extramaely difficult to monitor every one,

)
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TALK REGULARLY WITH

YOUR CHILD

Ask your child what live streaming apps they
ace using and how they are using them. Are they
watching ltve streams or making thelr own? What
types of live streama do they like watching? ¥ they
are under 13, itis strongly advised that they are not
using any live streaming apps due to the dangers
Involved, but you may feed that your child should not
bo using the apps even if they are over the age mit,
With five streaming such a popudar feature on apps,
I bs Important that you are aware of the dangen
assodated with live streaming to effectively protect
your child.

BE PRESENT

In a recent study by the Internet Watch Foundation
(IWF) over a 3 month period, 96% of streams showed a
child on their own, often in their bedroom or bathroom
i your child ks going to conduct a five stream, ask them
if you could be present for it. This will give you an
opportunity and a better understanding of what your
child is doing during their live streams and who thay
asre streaming to.

www.nationalonlinesafety.com

STREAMING

LIVE CONTENT
As the streams are live, children can be exposed
to something inappropriate instantly, Most
live streaming apps will have Alters, rules and
guidolines in place to ensure that their services are
monitored. They will also have report buttons where
insppropriate content will be sent for review. Keep
in mind that a report may not be dealt with instantly
) which means your child will be further exposed to
inappropriate content during a bive stream.

GROOMING
There have been recent reports of pasdophiies
coercing children as young as 3 on live streaming
apps. Due to the anonymous nature and lack of
Identification needed to sign up to some apps,
almost anyone has the opportunity to sign up and
use the service, Users can use fake identities to sign
up to the apps and watch/stream videos. Recent
research by the IWF revealed that children may be
asked to do things and perform ‘suggestive acts’
during thelr Bive stream by strangers.

[arents

PRIVACY SETTINGS

Each live streaming app will have its own privacy
settings with options varying from platforen to
platiorm. Genarally, we advise that your child's

account is set to private. This will ensure that only
thelr friendsYollowers will see thedr hve stream. it
is Important to check each app 1o ensure that the
privacy settings are in place to protect your child
from strangers viewing their streams and engaging
In conversation with them. Most apps settings will
allow you to turn off the chat feature during a live
stream, restricting conversations, but ive chatbs
part of the Tun’ when it comes to live streaming.

PROTECT PERSONAL INFO

Your child may unknowingly give away personal
Information during a live stream, inclading thelr
location. Talk to them about what constitutes as
‘personal information’ and make sure they do not
disclose anything to anyone during a live stream, even
to their friends. Advise theen to remove any items in
thedr live stream [school unform, street name, posters
etc] that could potentially expose thelr location or
information about them.




COMMUNICATING WITH
STRANGERS

There are thousands of servers to choose from
in Minecraft which are a single world or place

GROOMING

The mu)omlof users who play Minecraft are
children, mal itan’appealing’ gateway for
roomers. It h. 0 re ed that some users

ave created worlds in Minecraft to lure young
people into a conversation to ask for explicit
photos. There have even been more serious cases
in which children have been persuaded to meet
these people in real fife.

CYBERBULLYING & GRIEFING

In multiplayer mode, there is a live chat feature
which allows players to talk to other players
through text. The chat functionality includes basic
filtering to block out extarnal links and offensive
language being shared, but this varies between
each server. Griefing Is when someone purposely
upsets another player during the game. This can
be done by ruining somebody’s creation or
generally doing something to spoil gami for

another. Essentially, ‘Griefing’ is a form
cyberbullying and can be extremely frustrating for
players.

game online or via a local area network with
others. No two servers are the same and each

servers will allow communication with
strangers.

VIRUSES & MALWARE
FROM MODS

There are several websites that offer
downloadable ‘mods’ which modify gameplay

will be safe to use, but as they have been
created by the public, they will often contain
viruses that can infect your child’s device and
! potentially try and find personal information
from you or your child.

Noﬁondl
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DISABLE OR MODERATE CHAT

To avoid potentially inappropriate comments in a
live chat, you can follow these steps to turn live
chat off: 1. Select ‘Options” 2. Toggle the Chat
button to ‘Hidden’ or ‘Commands Only’ Bear in
mind that the chat feature Is also where your child
can enter commands during the game, so this may
limit their game play.

SCAN‘MODS’ FOR MALWARE

Minecraft ‘mods’ add content to games to give
more options to interact and change the way the
game looks and feels. But while ‘mods’ can bring

fun for a child, it's important to consider that
downloading and installing ‘mods’ could
potentially infect their device with a virus or
malware. In 2017, security company Symantec sald
that betweon 600,000 and 2.5 million Minecraft
players had installed dodgy apps, which hijacked
player's devices and used them to power an
advertising botnet. Install s malware scanner on
every davice that your child plays Minecraft on,
and make sure it's up-to-date.

MONITOR YOUTUBE TUTORIALS

Many Minecraft users turn to YouTube for video
tips on improving their gameplay and discovering
new techniques, Although many videos are
age-appropriate, some include sexual references
and bad language. We suggest watching Minecraft
tuterial videos together with your child. If your
child is under the age of 13, we suggest installing
‘YouTube Kids’ which provides a safer platform for
children to find the content they want, safely.

PLAY IN ‘CREATIVE’ OR
‘PEACEFUL MODE

quite overwhelming at times, especially for
younger players or SEND children. We suggest
lmiting your child to play In‘creative mode’ or
‘peaceful mode’ which takes away the survival

element and removes the scarier’ monster/zombie

characters.
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created by the public, allowing users to play the

server has its own individual plug-ins which are
controlled by the creator. This means that some

in a number of different ways. Most of the mods

Even though the age limit is 10+, Minecraft can be

r
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Minecraft has
approximately
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| A AGE RESTRICTION &
‘FANTASY VIOLENCE’

According to the ESRB ‘Entertaining Software
Rating Board), Minecraft is suitable for users
aged 10+, Due to its ‘Fantasy Violence] the
ESRB states that the rating has been given as
‘players can engage in violent acts such as
lighting animals on fire and harming animals
with weapons. Mild explosions are
occasionally heard as players use dynamite
to lenc(oﬂ creatures and mine the
environment.

CHILDREN MAY BECOME
ADDICTED

As with other games, Minecraft is 2 game
where players can keep returning, with
constant challenges and personal goals to
achieve. Children may find it difficult to know
when to stop playing, becoming absorbed in
the game and losing track of time.

SET TIME LIMITS

With ‘Gaming Disorder’ becoming an official health
condition, we suggest setting a reasonable time limit
when playing Minecraft. Parents can use parental
controls on devices to Nmit the time a child is playing
games. It is worth having a conversation with your
child to understand what ‘mode’ they are playing on
the game. This may help you decide on how much
time you would like them to spend playing on it. For
example, a mini game will have an ‘end’ but this will
depend on how long the game creator has made the
game last, In‘survival mode; the game has no end as
there is no goal to be achieved other than the child’s
own e.g. after they have bullt something.

CHOOSE SERVERS CAREFULLY

Advise your child to only enter servers with
people they know and trust to protect them from
engaging in conversation with strangers. Your
child can also create thelr own multi-player server
and share this with their friends to join in which is
safer and more controlled than joining a
stranger's server,
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National 7 questions to help you start a conversation
with your child about online safety

'Online

Which apps/games are you
using al the moment?

Which websites do you
enjoy using and why?

How does this game/ work?
C.nlph;gp
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Do you know what your
personal information is? 0

Do you know your limits?
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According to the Roblox website, ‘Roblox is
the world’s largest interactive social platform
for play’ For those of you not so famillar with

AQBLAX

Powenng Imaginat

the game, it is a multi-player online g‘\mnndg
platform which allows children to play an
create a vanety of games in a 3D world. Roblox

is free to play and avallable on all modern
smartphones, tablets, desktops, Xbox One
Oculus Rift, and HTC Vive.

s ' ROBLOX
STUDIO

The Robéox Studio allows user

thelr own games and ‘worids fo

1o play on the platform. As the games

afw wser Qenerated, it gives uters the
freedom to potentially indlude things you
de not want your child o be exposed to
for example, weapons, viokence and even
potnographic content. There

are no age restrictions on the

games cresded in the Robbox

Studio and Robbox can only

wiy on people reporting
negative/violent content in

order to remaove the games

from the platform

unks are not Isted
Ore n\.|-|V*QT' maoke
m in thek occon Ths wit enure
rtact hem on thed social medio
shide of Koblox

CHECK SHARED INFORMATION

I the accound teMings, check it <Nad s mo! giving
way ony penoral irdoematon in e blo profie For
example. hek Wl name, phone number or inapchal name
If you see hat they have. sxplain why Mt i polential
dongerous and remove immediciely

2 STEP VERIFICATION

Roblox han o greol 2-slep verfication securly lechure
which we recommend you enobie 1o odd on exiro iayer of
sec ity bo your ehid s account

HMVF A CHAT ABOUT ‘GRIEFING
when someone purpotely upsets
f v o gome. This con be done by setting
Yops damagihg of stealing something from another
pioyer. Infentionaly kiling them and ju
doing rome game 10 1p
them. [ssentic of cyberbellying
veting loe

CHATTING AND
FRIEND REQUESTS

Whilst the games in Roblox
are aimed at § to 18-year
olds, there are currently
no age restrictions for
wgning up. This means both
aduits and young peogle

can play snd communicate .
with each other and
friend requests through
the platform. Once a
friend request |s sccepted
this means that they

send

ROBUX ONLINE
PAYMENTS

When a user createos a game, they sam

something called Robux’ which works as
& urrency within the platform

' sllowing the purchase of Upgrades and

memberships. If the created game is of
tracts mubtiod

players and in-game adverts, children
have the potential to sarn a tot of Robux
Once a user has
« of Robux. they can convert this 1o real
cash and withdraw It to a PayPal account

.t

an To withdraw moaey, Users need to be Dver
coenmumicate with each 3. have a PayPal account andl have paid
othes outside of gameplay

for the Roblox premium subscription

o
Pf%n‘ents

Unforfunately. there are hundreds of YouTube videos showing
chichen how 1o change their age teMngy on Robiox, vo
Ay, you should foik 1o your chiid fo sof wp some vles/an
agreesment There ore addlonal walety leatures o children
under 13, lor exomple having thelr poths ond chots Mtered for
Inappropricte content andd behaviowr, 10 Il is worth checking
thot your child has se! up Fhek account with the corect oge
You con find this in thelr account telfings

DISABLE IN-GAME CHAT

Roblox is greod for chidren bo ploy togeiher and chol to each
other. However. # you warded fo compledely fum off in-game
chat fee your chid (meaning ey covid not condact anyone
ncisding thel ends) you can do 10 by foSowing these steps
When logged in. go fo the Account Scmr\?) poge by clicking

on the gear icon al e fop gt corner of the page, then cick
Setings. Next. click on the Privocy fab and under "'Who con

chat with me in game?’ weiect No one’ ond Ihis will divable in.

@ame chat*

RESTRICT PAYMENT METHODS

Roblox Is a kee o play game byt thece are Wil opliom lo
moke addiond In-gome purchoses, ¥ you do no " yo
child fo moke paymenh. enure your cord Iy nol amock

with ther occourt, ¥ yow ore happy for your child maoke

payments In the game. but want 10 &milt 1perding, we g

vEing & gomes conscle gif coaxd, These con be purchase:

spociic amounts. which will allow you 10 Imit how moch your

child spends and removes the need for a credil/debl cerd o
be vied with thek occount

www.nationalonlinesafety.com
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Roblox is one of the

the most popular,video gamaeson ;2020 tha
were claiming that more, gh:enjm: ll,’o‘l.c dren'in the|USA' Iuyﬂlh’t"o'l's'u‘ndbox'
he Ro!

howid thay fes

game

g SA P!
_Roblox offers a huge'amountof cr athfu:o:dom:!ltrion]p_lgyon create theirown
f ‘gpmlng expeorionces with't blox Studio to build'custom

which can then be shared wlth'otMrl-play'gnhonlln-.

thinking and enjoys a robust online community of fans®

Roblox encouroges players to
communicote onlipe &:ncludlng o
group chat facility), This could expose
childran to risks such as scammers, online
eradalors harassment, griefers and more
ha in-game chat has some filters, but isn't
perfect: plaoyers can still send hormtul
messages to others - such as general
hostility -~ while predators caon reach out to
children directly.

PUBLIC SERVERS

Roblox has private or VIP servers

which allow people to play exclusively

with their friends, but this costs money.
Most Roblox players will instead be on
public servers thot anyone can join. Servers
can host games which focus on all kinds of
aspects, including direct player interaction
Some gomes and servers, therelore, will put
chlidren more ot risk of contact from
strangers than others

) Advice for Parents &

? DISABLE PRIVATE MESSAGING

Roblox's frlvo(e messaging function raises the
risk of children being contacted by people they
may not want to speak with - potentially

. L'llll!"l“
SET PARENTAL CONTROLS

Roblox comes with several parental control options,

which are explained well on the game’s official

website. IU's essential to enter the correct date of birth

for your child, as that allows Roblox to automatically leading to bullying, harassment, toxicity and

g:plv the np?«oprlulo chat filters. The Ve also scam attempts. The game allows you to disoble
nts

lows parents and carers to set mont sages from anyone who hasn't been added
restrictions and monitor their chiid's o nt I a friend on your child’s account

3

ONLINE DATERS

These ors also called ‘ODers

and are quite common in Roblox. An

ODer is an individual who joins a game with
the intention of finding someone to date
online - and eventually meet in person. Such
online dating is against the Roblox
community guidelines, but this usually
dossn't deter ODers. Some player-built
Roblox game worlds have even been
ueslgnod with online dating specifically in
min

S T M

IN-APP PURCHASES

Roblox Is actually free to downlood
and play, but bear in mind that

there are some hidden costs. Ployers
are encouraged to moke purchases
in the game, for example, using real
money,. People can also buy extra
Robux(the in-game currency) to
spend on cosmetic items in the game
and some private or VIP servers also
have a cost

PRIVATE SERVERS

1t your child has genuine friends who they play Roblox
online with, paying for a private or VIP server decreases
the risk of contact from strangers. Even then, however,
some plaxnu could Invite other people - who might not
necessarily be child friendly - into the private server. if
your child Is a Roblox fan, it's iImportant to talk with them
regularty about who they are playing the game with.

MONITOR SPE&DING

If they don’t understand they're using real money, it's easy for
chiidren to accidentally spend a sizeable amount in the game.
Usin
uvolg any na:.tx financial surprises. Ensuring that you have
two-factor authentication on your paymaent accounts also make
harder for your child to spend money inadvertently
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parental controls to place limits on thelr spending will help

DEALING WITH STRANGERS

At soma point in their development, your child will need to

learn how to deal with strangers online. Show them how to

block and report any users who are upsetting them or askin
uncomfortable questions. Talklnﬂ to them about what's OK to discuss
= and what they should never tell a stranger online - will help them
understand how to communicate with others safely in the digital world
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" SNAPCHAT

SNAP MAP ‘SNAP STREAKS’
3017, mtroduced m :'ulf‘::l‘lun:mhom.q
LXACT location of the people o adom B e e e
“:.M o iew & Called & Toup %“MI“M
Mag'. e iy ..ll(nn.- - ou«m
tollow » parson meveage » phcture
Yt et 1100 thatt home 1o thew 1ohsol -un.'i’!.'.'.-....»a,_.,.-...
This can ol
T chikiren 1o heep streaks.
Dwe 1o Snaps’ disappearing soon after they re received, (users can cven send 3 one second

M-mmumwumww»&qmnwam-
of ‘selfier’ 10 someone. The short amount of time gives children the confidence 10 send
pictures.

Once a ph videa has been h d. this can lead to further dangery, yoch as blackmadt
and cyberbullying. It is illegal 1o make, possess, download, 120re and 1hare sexval images,
photos and videos of a person under the age of 18, This also inchudes any sexual images, photes
and videos that a Ohild may Neve Leken of themselves.

Howrver, nammmhmmuﬁ.ﬂnh"‘mm‘mmmlom
= that & criene has been Bt that taking formal action 't i the public interest.

Ngtiignal ’Ia T
(S)a}efy P Prhrents

THINK BEFORE YW SNAP

mummuummm  baved or

M-“Mumn-om

‘ " B, g i |
EDUCATE ABOUT RISKS OF SEXTING REPORTING INAPPROPRIATE CONTENT
1t can be slightly swkward “Muuﬂu& " Aild s \ng inspprop h
:mnluwurnm ,-"-:m ck the send y further messages.
u-omu.u.-m mdm mm”m&hn"u-‘nm

3 com. i the problem persists, contact

-
THINK BEFORE YOU SNAP

Envure that your child knows that Snepy’ can
screenshotted and teach them that (f qﬁh.
posentially embarrassing of of harsdul (eether hm

ENTER‘GHOST' MODE ON SNAP MAPS

We highly recommend enabling Ghost Mede on the spp 30 that your
child's location will no be visible 10 avyone on the ‘Saap Mag'
To enable this, go onto the Snap Map and Lap the cog In the top-
right corner. Mere, change your settings to 'Ghost Mede’.

DISAPPEARING ILLEGAL CONTENT

-.hlp-'&.o'-mm oiid
hat seen riminat Mump report it ENE A g ety
< b wm"m mm’:"w
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WhatsApgp is one of the most popular messaging apps in
the world, with more than 1.5 billion people in more than
1850 countries using it to send and receive text, photos,
videos and documents, as well as make volkce and video
calls through an Internet or Wi-Fi connection. The free app
offers end to-end encryption, which means that messages
can only ba read by the sender and the recipient in
ane-to-one chats, or all members If itis a group chat. Not

even WhatsApp can read them.

\af parenfs need to know abouf ®

WhatsApp

AGE LIMIT CHANGE
Since May 2018, the minimum sge for using WhatsApp Iy 16
yoars obd if you live in tha European Union, including the UK.
Préoe 10 thin. the mirsmum age was 15, which sbill appdes for
he rest of the woeld. WhatsApp has not yet stated whethes it
will take sction sgainst anyont sged between 13 and 10 who
Meeady hold atcouns under the old terma and conditions,
such a3 doting thair account or seeking pacentsd permission.

SCAM MESSAGES
Occanionaily on WhatsApp, prople receive 1pam meisage
from usauthorued third parties or from fraudsters
pretending 16 offer prires 10 Tucky people. encour aging
reciplents 0o ok on a Bk 1o win a prize. A commaon sCam
Involvel meisages warning recipients that thew WhatiAgp
Subicripthon Bas run out with the hope that people are
Providmg theis payment detads. Other 1cam
nclode inatrctions 1o forward the message in
waed ot GITL from WRSLSADE or ancther per
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CREATE A SAFE PROFILE
Even though somebody would mesd your child's phone number
10 pdd them a3 8 COMACL 83 an exirs Jecurity meajure w
waggest altering their peofile ettingt to control who can iee
their profie photo and status. The options to choose from are
Everyane, My Contacty’ and Nobody. We suggeit selecting My
Contacts’ or ‘Nobody' to cature thelr profde It protected

EXPLAIN HOW TO BLOCK PEOPLE

W your ¢hild hay cocetved spam o offerrsive
Mmessages, calls or Mrachments from a contact,
they thould block them. Messages and status
updates sent by a blocked comtact will not
show up oa the phone sad will stay
undelrvered. Blocking somecme wii not
remove this contact feom the contact Nt
they will need to be removed from the phoae’s
ad0ress book. To block & Contact, your child
needs 10 open the perion’s chat stream and
P on the settings.

e Salety |
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FAKE NEWS AND HOAXES
WHALIAED hat Been linked 10 enabling the spread of
dangerows viral rumours. in tndia, for exseple, & nurber of
attacky appeer t0 have been spatied by (e rumsours shared
on WhattApp.

THE'ONLY ADMIN’ FEATURE
AND CYBERBULLYING

Cyberbuliying ts the act of sending theoatening of taunting
LoXt Matidget, voi(e meitages, pictures and videos, with the
hurt and homniliate the recetver, The group chat sad
group video call features are grest for mudtiphe people to chat
simuitaneouctily, but there ks the potential for peaple 1o hurt
others with their comments or jokes. The ‘only achmin’ foature
he admin of & group chat greater controd Gvir who can
send m et Whilst thiz can be good for one- way
APNOUNt ementy the group admn has the power to block
mebody from responding to an offensive mediage in a chat,
which could result in 8 (hid being upset and unable to reply

REPORT SCAM MESSAGES

Advise your (NBd not to tap, share or forwasd any message that
Mook Surigrcious Of sounds 100 9ood 10 be true. When your
child recolves » message from an unknown sumber for the first
timme, they will be given the 0ption to report the number as
wpam directly inside the chat. Thay can also report a comtact or
2 9roup a1 1pemm wting the following steps: 1) Open the chat
21Tap on the COMACE & Group NamMe 10 open their profile
information, 3) Scrofl to the bottom and tap ‘Report Spam,

LEAVE A GROUP
M your child is part of a group chat that sxalues them feel
uncomfcrtable or has been added to & group they dea’t want to
b part of, wee the Greep’s setlings 1o show tham how 10 leave
eneone exits 2 group, the ademin cam 534 them back ba cnce
1 they leave agasm, they cannst be added sgain

USING LIVE LOCATION SAFELY
¥ your child needs to use the ‘Live Location’ feature to share
with you o & friend. advive them 1o anly share i 10r the smount
of tans they need to. WhatsApp gives the options of eithér 15
mimastes, one hour or eight howrs. However, your child can
hoote 10 W1op sharing at any time

WWW.
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CONNECTING WITH STRANGERS
To start a chat in WhatiApg. you seed to know the mobile

mumber of the contact you want 1o speak 10 and they also need

10 have the app downlosded. WhatsApp can find contacts by
accensing the addeess book of 3 device and recognising which

of thowe contacts ace using WhatsAgp. I your ¢hild han shared
thelr modaie numbder with vome - body they don't know. they can

w3e it 0 Get in touch via WhattApp.

LIVE LOCATION SHARING
WhatsAper's ‘Live Location’ feature enables uters to share their
curtent kacation in real time to their contacts in a chat. allowing
friends 10 thow thelr movemants. The feature, which can be
fourd by presuing the attach button (s dexcribed by What:App
vample and secure wiry 10 bet people know wivere you are.”
Lotation-sharing is already a common Seature on other sockal
appe. includng Smapchat’s Snap Maep and Facebook Meysenger
and can be a wseful way for a (NI 10 let loved ones Know they
are safe. However, i your child 13 @ 0 group chat with people
Dhey 40 Not hvow. they will be exposing the location

farens

DELETE ACCIDENTAL
MESSAGES
owr child has sent & messape to the wrong chat
or i1 a message they sent has comtainad a mistake.
they can dedete it. To do this, samply tap and hold on
the message, choose Delate’ and then Delete for
eryone’ The app allows seven minutes to delete the
mestage sfter it has beon yent, but it ks important to
remennber that recipients may have soen and scresnshot &
me1sage before it was debeted

SET TIME LIMITS
A 2017 study found that by the age of 14 the average child
will have sent more than 35,000 texts, 30,000 Wh.
mesrager and cacked up moce than three solid weeks of
video chat. ATthough it It inevitable that your child will uie
tochnology, you can stilf set boandanes. This 15 not easy
erpeciafty since teens use their devices for both
schootwork and free time, often umultanesusly

nation safety.com




What

Parents nee

YouTube is a video sharing site/application that enables you to
upload, view, rate, share and comment on a wide variety of
ideos, Consisting of a huge resource of Information, advice
and entertainment, YouTube now has 1.9 billion logged-in
monthly users who watch a billion hours of video daily. Most
of the content on Google-owned YouTube is uploaded by
individuals, but organisations and media companies also offer
some of their content via this platform.

d fo know about ee

.YouTube%

SPENDING A PREMIUM

YouTube Promium (Sormerly YouTube Red) is &

new paid streaming swbscription service in the

UK, offering 3 theee month free trial to tempt

viewers into a £12-per-month plan. This indudes th
wiload videos. stream videss with the app in the

backgrownd, gives exclusive access Lo original content and a

separse music streaming service and gameng app

DANGEROUS "CHALLENGE’
& VIRAL VIDEOS

On YouTube, ‘challenge videot’ are thared quickly and can be
very dasngerous. One person may post a video of themselves
oy something unusual ke eating a hot chilli er jumping in
a river and befere you know i, the video goes viral and
wveryone wants to joun in and vhare their videos. The speed in
which challenge videos 1pread across the Intormet makes it
dificult to heep up with the latest ones

ty to
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TURN ON ‘RESTRICTED' MODE
Restricted Mode' is an eplional setting you can use to help
ly mature content you may preder your
hild ot 1o see. Reitricted Mode works on the browser or
device level 30 must Be turmed on for each browser of
device your child ures. To do this, fellow theve steps

Desktop.

« Go 10 the bottom of any
YouTube page and switch
Restricted Mode' to 'ON.
To mahe it more difficult
for this to be turned off,
you will Be given the
option 1o lock redtricted
mode onto your browrer.

Mobsile
P Uhe three vertical

dots at the top-right on
the screen and preis,
Settings.

» Click on ‘Restricted
mode fitening

« Press Restrict

Please note that you can't Tock” restricted mode on a
phone in the same way that you can on a desktop, You will
meed 10 turn INs 0 each time your (N Use

CREATE A FAMILY GOOGLE ACCOUNT
By having 3 1hared family Google a<ccount, checking the
history will enable you 10 see exactly what your child is

watching and sharing on YouTube. To see the hatory on a

computer, on the right hand menu under the Wbrary
section, ciick History” On mobiles, the viewing Nestory can
be found by cicking on the Libirary’ tab.

Online Safe!

Yoo v

SHARING VIDEOS
As wall 35 watching videos, maeyy Childrem aee keen to 1haro ther
own videos online, emwlating thew YouTube heroes. such as
Stampy or DanTDM However, If they post Lomething on YouTube,
they may Later regret it of feel embasrassed about what they have
shared. There s als0 & rivk that they will receive hurtful oe
Negative (Omments reQarding nat ondy thew content, but also
thee sppearance. YouTube's comment tection it infamous for
Deing one of the most opinionated on the nternet.

IN-APP MESSAGING
Whven your child is logged into their Google account snd browsing
the YouTube webute, they can thare and talk about videot with
their friends wing the dhat bubble. This can be found at the top
right of the deskaop site 0r throwgh In app Mesiaging on thelr
mobde or tablet. When they tap on the Friends' kon, they have
et of suggested people from thewr contacts - whach can be any
contact they 've had on Googie or somedody who has sent them
an irote bk

Top Tipfor

BLOCKING ACCOUNTS e

When uning YouTube, there may be instances where your child
receives negative comments. i samebady's giving your child a

difficult tenve. here's how 10 block them and prevent futus

comments and replies.

Go to thetr channel/sccount by cliching on their name

Click on ‘Abowt

Tap the dropdown box with an image of a flag on . A

Press Block user.

Tap Submir

MONITOR WHAT YOUR CHILD IS
WATCHING/POSTING

The caly way to truly know what your child may have been
watching is to regularly monitor them. You can do thes by
hatiing their viewing history. YouTube videos can alio be
earily downios 30 it Is kmportant that your child
wnderstands the astociated dangers of content they are
wploading and that it coutd harm their online reputation in
the future. Show them how 10 set their videos to peivate or
choose 3 small network of YouTubers to thare with, To get
started, your child can use YouTube Studio which offers
fearning modules on creating 3 YouTube chanael, however
you 1hould encourage them not 1o use thew real name

*NEW FEATURES*

DIGITAL WELLBEING
YouTube has launthed » tool calied Time Watched' that allows
you 10 see how long has been spent on the platform. Once you
have discovered how much time has been speet on the app,
there s the Option to set & time limit, Once the lima is reached
a remander will peg wp on the sCreen. You can also disable
sounds and vibrations 1o help resit the urge to check for
PoUhCILON:

)
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AGE-INAPPROPRIATE VIDEOS
1 YouTube Is the biggost video tharing website in the
world, there is content avadlable for all ages. meaning that
vome content will not be appropeiate for your child. If you
think that content is unswitable, there is 3 Ragging featus
10 sbimit [t for review by YouTube 1af, but you will need 1o
be aware that just because wdeo is not appropriate for a
younger sudience, it may not vsolste YouTube's policies
YouTube has mechanisms in place 10 automatically remove
explicit and harmsful content, yet offensive content may sull
Aip through.

[arents

OPT FOR A FAMILY PREMIUM PLAN
A YouTube faendy Premium plan may be o cost-effective
U have more than ome child. For £17.99 a month,
0w 10 thare 5 YouTube paid membership weth up to

five other famidy members - aged 13 and older - lving in the
same houtchedd. At the sccount holder, or tamily manager,
you mwust create 8 Google family sccount

MANAGING IN-APP MESSAGES
H your child is sccessing YouTube via your account, bear in
mind that they may be contacted by Google contacts who
are complete strangers to them. You can remove someone
from the suggested (ontacts kit by gresring and holding the
Perion's name and Lapping on the red 'x

POPULAR YOUTUBE GAMERS

The: re hundeeds of YouTube accounts which show other
people playing smd commenting on games. Thete are called
Let's Play’ videos. e YouTube can be & great resowice for
hints, tips and news for games, It is 3 good bdea fer paremts

10 knep a ore eye on what YouTuber's are posting. Often
the gamet they are playing will comtain strong language and
viclence. A few examples of popular YouTube gamaers fo

1o have & look at are

. Stampy + PopudsrMMOy
+ Yogscat Lewis & Simon « Captainsparkiez
.+ PeaDuePie + Jackzepticeye
- EthanGamer « LiCorbis
+ Markiplier Dan TOM

»




